i B bt (RS

EHBLRFEHIR KEP

Tl
il
EH>
e
II

HH

Ht
a3t
St
&
il
%II’
)14

=
it

" RASEE RS i (Critical Infrastructure, CI) 4+ %&5%
E—EEZRA 7 H#ERE - KBHEBUTEAERBATAERF
ZafFEFMREH ZERRMEAR - EPEEEEM
RiR  REAUEBERNAER 224 REEMSERE
TNEEPR TR 2 Bt cFBill AREERE BT IR
KER B 2f 0 BE  RB - BB RBUGER

s - M " EAsE E WL iR (Critical Infrastructure

FUIE

Protection, CIP) ;- BICRIRER SRERE & 1 (CI) 2 BUR
BER  BE "EAREHNEMER(Critical Information
Infrastructure, Cll) , - B FEREERECHPAIFZE
Mz - B ENER LI IRZE (Critical Information

Infrastructure Protection, CIIP) - RBIZ{REFBRENE

B a2 1t (CII) 2 BUREA/ES -



2001 FEEFELETERERN 911 BmKESH - B
HENHERABAREERNLE - LEMES BIEEL
RIVOEEXBNERFNVLARE - SHEESTLER
EEELHERERESR EILERREKNSHZE - HR
BEHEABZHEXFERERRGEZE ZME ; RMEERER
AERIREMAE - EBies S WETHNA RN -
5= LB SRR MRV SIRE - RIUE - MR E B TZ=MI
s S EHRRASHWREERZ - et EBMEZE
MNRMEHEIR  SHASSZHERFBMHEARE

HETHRRERERERAGBEXRILALRE X
WEIERAB FRITER R ES - B 2017 FHFRAEEEHZ
(BERE)RFRIEETT - KKEEREREIRFET - FRE
103 % 12 A 23 HiEf " BEIXEARERR I EEEA
E |- HEWERISHEE RS 2 8= R EE KRS
ReRl = ZBc/] - MRS SR PNESRACERRE PR skl Bl E
=E R - EMmRA RIS EZER) ) R EE

IR

]

KRR 2 [EREE -
"EARERR . WINBRSIREESN

2



IR R DA FRZIKS T EZEREZARELR
MR EE - ol i EREN S T HRASRER R N INESE - 2R
PUR 5 #8 - TR R

- KI5 A B E = A8 (Nation State)
(—) ZERHEXNEREETT LFEZEH RAICS)E
B REME TR L(SCADA) ZEEETHE -
(D) Z=EHEPEINESBNSTE - & STUXNET
e - WIERFPAZE ERMEERGEIRIE - K E
TLZENHHERREAR 7T HBRERAL ; U
BEERR (FHARE) FiBEER - K&l
WESF-IERA  RESE WABRKRSTE -
mEBEBRRES  THREZXZRBERES " HIE
HRERFHIE . 2 —EFERNBRFEES
ISR -
-~ WREBAHBZANEBAE((nsider)
(—) AR ZAE  AAn LIFRIRSGEER
RGN EZEE AR ETS -
AR SEABERRMNEERERF 259 - I
BERSERGFIVER - M ERERRRE

3



i

(

BERIREA -

D) AEBTEREERRE - EHmEBEEIA

EZEPER - HHEZBRBAEZEARBENRN
= HHEYRERFNE@EEEZARNT - B1%
HEEER "&iRETE L ( PRISM ) WERE R4
SR fE R S S Bl R R R H - SIERIKERLE
F=EEE  RERIAGTAIRESKITE - BIR
IIC48 -

B FRAL3E 4B 48 (Organized Crimes)

(—) mERREERERENERMS - BEIERIBEEBK

SHRAA T BRI ) RETHRESMEARRAE
BIACSETTA - EEFMETHERKE - s -
BIFSERNITRIBMKEAR - IERILFEHS
Wz LBERAERE - HOARERRAFE=771E5F4E
WAORE - STERARERREE EET R

P9R - LIEHEHER -

(D) FEHLEERZEF—RITEIADITEMR

RANBBIMEIANRZEZ L - BinRIEERIR
EHTHIT - BIEBUILEE -

4



X

Rt A

(—) ZASLUKRFERERKHESER  EEY
HIZREALSMIAYSE IR EREGE LR
DMERE  TAABRE S ZRZLUESIRER
EEUR  EMxE RSN ER A R
WER - WiE—PEKRANTZLBERN -

(Z) 2008 FARMEEMEREEHRE - HEAFER
ERIEBAIER A EERBNENEE - K&
A REE EUBEE A EENEEER
WIKIRARZERE - B BER - RBFR ;
IEAN - NEUR IS IRIFR R A B MBS = -
PEBEMEBFNHAREEEETEMNEE
BREH - HBULE -

A EZ = (Hacktivist)

(—) AERENLREZDUSEEMIEFESE RS
R LLASIRE CORIERAS  MEHZEH
BOERAEREHNE  DBEZSHENER
AIES -

(L) E=EEE "ERE. (Anonymous) - BR

/7,

5



012F BRI ERREXFREIEFBARFHRT -
PLEAN B BT MR ERERE EHEBE TR
SRENWE,; 104 FREIBUFHEE) S PR A8 WER R -
BREUSHEE - LB - BRESZEHHIL -

BB ULEE -

HEERNIESR

IERAREE RN ERS - B0 BB R
B Z et LUK B R E M RERE 20 ZE M- AL -
MFERER - ZSZEBAIOSEER - UmHmieHEE 28
& DUz T REsEREMERR A IRE 4 & T BB E M ERERIEIR
e Ziaht o BEMRLAER - B T RREERRERE ) Z
Al BHEIREREENELD ; REITERBE 22N
EFFEFERBEEHYN 1S BEEENETEEERKED
- BAREERIRIE T 2 M99 AR BB L BRI A 2R TTX -
WL EUSEEUEHEAEEAR  SRBENERZEZE
SRR 2 ER - HERERRERENESR - WHKES
A AETEE  KHRBHEBEERR - WAl Z5=1R
HiZw - 65 " BERERRRN, NWEBEEE ; T REERER

6



fEfRAE 1 FIESR « SHEFT - B4R ; " BRI IRE
SERERER - AEEBRNEFER)FFEPIIEES
I - SBHREFEENTEFFERER(SOP) - FiFEHNERK
FESEZIHUHERRY ; EMDZEHROISAC) ~ ERE=
FEE2EX(CERT) » EXZEZEF LSO AELZERIFHE
B(MSSP)E#R - ENEEE -

\\)tt

CT

FASR B M RE NMEZRIIANZHBNREIRE - 71
ESHERBNGF - fllEMEERARIBEENAERE
VIS EREE - SREREF - MIBREBEARBEEN -
—BELEREBAAKRN  BREFESMEEREZNEF -
O] BEARERLENE—ROEREREMTE - £ERIRIE -
A BURBEBERZETHIEETEANTE -

ZENERZEEER - AHSEENNAIRIE - 55
SRERSZEOIEEEMBER - ST BEREREE - [F
BEE  EHEAHRESIAMNE  BEEEREEEREARE
TEAERNEEERE -

BE  HEEMS  BHLZEZME

I]]

- FRIEHEERY

rrrr
M



RE  BKRZzEBETNZEREHS|IREAENEEERE -
—IREHRTMEE 7 EFELEWRABLEHFUE
MEZZAEMY  BHTEFEIFRKEENR -

Bt E O ECHRENERE - AIRBWwE
LFTHMNRBES - BRRRZERESRZELH:R
SEERT - BARAREZBLRNWUEIZRLE @ #%
A B O BE R R ERR -

—  THERBETLZEMAE - BIXERERRIGERS

i

TR AR - BSR B R B R ERR REEBURIES] -
AU E) - B R R E AL I e LIF 2 BN -
THBRBETZENAE  BXEREERRMENE(CP)
ERREE -

h - BBERE  KERES

=

http://blog.trendmicro.com.tw/?p=1857 -

» IThome, HiaBEA(udn)HEHRE -


http://blog.trendmicro.com.tw/?p=1857

