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16 Claverie, B., & Du Cluzel, F. (2022). “Cognitive warfare”: The advent of the concept of “cognatic” in
the field of warfare. Cognitive Warfare: the future of cognitive dominance, 2-1.
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18 Kontopoulos, 1., Spiliopoulos, G., Zissis, D., Chatzikokolakis, K., & Artikis, A. (2018, August).
Countering real-time stream poisoning: An architecture for detecting vessel spoofing in streams of AIS
data. In 2018 IEEE 16th Intl Conf on Dependable, Autonomic and Secure Computing, 16th Intl Conf on
Pervasive Intelligence and Computing, 4th Intl Conf on Big Data Intelligence and Computing and Cyber
Science and Technology Congress (DASC/PiCom/DataCom/CyberSciTech) (pp. 981-986). IEEE.

19 Kennedy, C. M., & Erickson, A. S. (2017). China Maritime Report No. 1: China’s Third Sea Force,
The People’s Armed Forces Maritime Militia: Tethered to the PLA.

20 Lynch, T. F. (2019). The Military and Alternative Security: New “Missions” for Stable Conventional
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e
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_ e o) IR
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ks - ARG R H B 7 2B e - 783 AIS spoofing JEBIFY R 1T
R ® o BIRSATRE (BIanEEty - 70 -~ sl WREesamEs
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Security. In Alternative Security (pp. 7-42). Routledge.
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2L Warship positions faked including UK aircraft carrier. (2021, August 3). Retrieved August 15, 2024,
from BBC News briefing: https://www.bbc.com/news/technology-58027363

22 https://www.tradewindsnews.com/news/ais-data-spoofed-to-move-60-ships-to-iran-s-bandar-abbas-
airport/2-1-1464751
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23 https://www.navcen.uscg.gov/ais-requirements
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24 OpenAl. (2024). ChatGPT (40) [Large language model]. https://chatgpt.com/c/964730ea-2914-4cf3-
b70f-7fc503c97ele
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25 Gustafson, D. E., Dowdle, J. R., Elwell, J. M., & Flueckiger, K. W. (2009). A nonlinear code tracking
filter for GPS-based navigation. IEEE Journal of Selected Topics in Signal Processing, 3(4), 627-638.

2 skyTruth 2—{EREEFE L - FOHACR - JRAM AR E S S PR e
4H&% - H R 2 e BNE RVE R ARG BRI B A ER B AR E TR R -
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* Tam, K., & Jones, K. D. (2018). Maritime cybersecurity policy: the scope and impact of evolving
technology on international shipping. Journal of Cyber Policy, 3(2), 147-164.
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29 Mrakovi¢, 1., & Vojinovié, R. (2019). Maritime cyber security analysis—how to reduce
threats?. Transactions on maritime science, 8(01), 132-139.

%0 Meland, P. H., Bernsmed, K., Wille, E., Radseth, @. J., & Nesheim, D. A. (2021). A retrospective
analysis of maritime cyber security incidents.
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31 papadimitriou, A., Pangalos, K., Duvaux-Béchon, I., & Giannopapa, C. (2019). Space as an enabler in
the maritime sector. Acta Astronautica, 162, 197-206.
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32 https://www.hellenicshippingnews.com/wp-content/uploads/2014/10/A1S_Executive_Summary-
Windward.pdf

¥ Meland, P. H., Bernsmed, K., Wille, E., Rgdseth, @. J., & Nesheim, D. A. (2021). A retrospective
analysis of maritime cyber security incidents.
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Institution of Naval Architects Damaged Ship V, 55-63.
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and cyber considerations. Center for International Maritime Security.
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of-the-Art Digital Twin Applications for Shipping Sector Decarbonization (pp. 73-93). IGI Global.
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*” Blackmore, C. (2019, December 16). Cyberattack Impacts MTSA Facility Operations. (USCG)
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